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Purpose

®  Security Automation and the Department of Defense Information
Assurance Certification & Accreditation Process (DIACAP)

® |nterim Guidance
® The DIACAP Knowledge Service
® The Enterprise Mission Assurance Support Service (eMASS)

®  eMASS - the relevant security automation connection




DIACAP Interim Guidance

= Implements standard,
enterprise-wide GiG-centric
C&A process based on DoDI
8500.2 controls

= Supersedes DoDI 5200.40,

DITSCAP, and DoDM 8510.1-M,

DITSCAP Application Manual

Components of the DIACAP

Guidance and
Collaboration

Enterprise Mission Assurance

Support Service (eMASS)

= Automated life-cycle management
of the DIACAP

= DoD Component and DoD CIO
visibility of C&A process

= Data driven — policy and
validation objects (IA Controls)
can be easily and quickly updated
across enterprise or tailored for
COls, applications
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Web-Based DIACAP Knowledge Service (KS)
* Manages, standardizes, and makes available a C&A
body of knowledge (Authoritative Source)

» Workspace for authoring, reviewing, and accepting
changes to the enterprise body of knowledge (

» Collaborative space for solving C&A problems and
sharing C&A news




DIACAP/eMASS
Life-Cycle Management of C&A
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eMASS and Security Automation
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Acronym Names Description Control Subject  Attribute Attribute Action
Set Aren Value
[ coas-2  alternate an alternate site is identified that permits the rectoration of 2l mission or DDl Continuity Mac 1, 2
Site business ess=ntial functions. a500.2 —
De=ignation
M coER-1  Protection of Procedures are in place assure the appropriate physical and technical protection DoDI Continuity MAC 1, 2, 3

Badkup and of the backup and restoration herdwars, irmwars, and software, such as rout=r 8500.2
Restorabon  tables, compilers, and other secunity-related system software.
Amzets

[ CODE-2 Date Backup Data backup is performed daily, and recowery media are stored off-site =t a Do Continuity MAC 2 Upgrade
Procedures  location thet affords protechon of the dats in accordance with ts mission a500.2
assurance category and confidentiality level.
IEI CODP-2 Disaster and A disaster plan exists that provides for the resumption of mission or busin=ss DioDI Continuity MAC 2 Upgrade
Recovery ess=nbal funchons within 24 hours of activabon, (Disester recovery procsdures  8500.2
Planmng include business recovery plans, system cortingency plams, facilty disastar
recovery plans, and plan acceptancs.)
[ COEB-1  Enclave Enclave boundary defenss at the alternste site provides securtty messures Do Continuity MAC 2.3 Ungrade
Boundary squivalznt to the primary site. 8500.2
Defense
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eMASS and Security Automation
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Validation Test Information
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alidation Acronym: CDBR-1-1 aldotiorn ozt o Protection of Backup and Restoration Asscts

Ensure that procedures are in place to assure the appropriate physical and
technical protection of the backup and restoration hardware, firmware, and
software.

Obtain copies of policies, procedures and other documentation
relating to the physical and technical protection of restoration assets. 2.
Identify the hardware, software, or firmware used in for back up of data or
other system assats, 3. Schedule an inspection with the 1AM/ LAD oF
systam administrataor,

Hewiew the documentation te ensure that appropriate physical and
technical measuras ara in place for the protection of backup and restoration
hardwara, firmware, and software. 2. Inspeact the systam facihities to
confirm the following: a. A detailled inventory exists of all backup and
restoration assets as part of the organization or site backup plan. b. Physical
security controls, such as building / room access controls (e.g., visitor logs,
manned visitor control poinkts, etc.}) are in place and functioning. . Technical
security controls, such as a cryptographic key management system, and
least-privilege access controls to backup hardware and software and media
containing backed up dota are in place. d. Fire-rated containers are in place
to maintained media containing backed up data, whether for short-term on-
site storage or in preparation for transportation to an approved remotea
storage facility.

Expactad Results

Acronym  Descripkion

COEBR-1-1-& Procedures ars in place that assur= the appropriste physical and technical protection of th=
backup and restoration hardware, firmware and softwere.




eMASS and Security Automation

Summary Scorecard Report
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eMASS: Integrating Information in a
Service Oriented Architecture

aMASS reaches into " Agenty DataStrHCTEel

axisting systems (o (el (siniral sleesbag Einily |

gather information from i =y i

Vanous Sources Vulnerabllity Scan |
Lo J e

a Data comes back to
eMASS, where il is
organized and combined
as required to answer
critical business
questions

Data Analysis softwara
displays data in

Agency Information Stovepipes

detailed reports for —
Agency Executives | IAVM —_
Systems |
g Data Analysis software = =y .
uses eMASS data to | Other Data | |
support more eficient . Sources _j. | ¥
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Bottom Line

Security Automation

— A
good
thing
for
eMASS

and

the

DIACAP
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